
End-to-End; Peer-to-Peer; Point-to-Point
Truly End-to-End Encryption, Everywhere
Unlike traditional VPNs that encrypt traffic to the edge of a network (e.g. to the VPN concentrator), HyperSpace™ encrypts traffic uniquely between two endpoints both inside a local area network and across the internet. There is no potential for packet interception via known attack vectors such as those known by a TLS proxy, thus closing off one of the largest potential data exfiltration holes common with VPNs.

Peer-to-Peer Connectivity
HyperSpace™ clients initially attempt to connect to other devices in a peer-to-peer (P2P) fashion.  If the device the client is attempting to connect to is on the same network, or one of the two devices is behind a firewall, then a peer-to-peer connection can be established.  If both devices are behind a firewall, then HyperSpace™ establishes a crypto-tag-switched connection between the two devices thus enabling them to communicate without modifying firewall rules.  A unique benefit of HyperSpace™ is that traffic flowing within the intranet is encrypted as well as traffic flowing out to the internet – thus protecting all communcations between two devices regardless of where they physically reside.  
