Big Picture

Content Oriented Networking
Full Content Traceability

Content Sentinel
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(Q Content Oriented Networking

Moving opaque bytes
vs
Moving content over private networks to specific people (Cohorts)
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Source IP Address
Destination Address

Underlay Network

~1500 bytes
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Endpoint ID,
Federation ID,
Conversation ID,
Message ID,
Root Chunk ID

Overlay Network

500K bytes



Sending files is by opaque

“butes” over an D channel Traditional File-Oriented Operating
Systems and Networking

FilelrfO e >

[Files, Disks, Sockets,
Serial Ports, Display, Stdin,

1500 Byte

Stream of bytes are sent over the
IP netwaork as packets. No way for
the netwaork to “understand” what
those bytes mean.
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WhiteStar OS

How do we handle content?
As hyper linked hyper content in chunks
where each chunk is a message object
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Endpoints
Conversations
Messages
*fully aware of
the content

WS Packet
(Payload)

Stream of bytes

Packets of
bytes



= How do we handle content?
WAhiteStar OS - e inednper content nonunks
where each chunk is o messoge object
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e Source EPID

Destintion EPID

Layer 2 Header
Clear Text

Layer 3 Header

Priority
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{FlowlD}

ECIES[prvKeyEPI[TKI

SiprvKeySilPayload]

{IS[prvKeyRnJ[Payload]}

AES(TKII[Payload]

Encrypted
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*Hashing Algorithm: PBKDF2WithHmacSHA256
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Packet Trace Geospatial TSDB
(Time Series Data Base)

Sentinel
Record

Content Flow Geospatial Query
Visualization Language

Manuall .
Y Geospatial Query
Content Sentinel uses
" . Language scripts to detect
Notifications interesting content
events
Notify when events
h -
appen Content Sentinel

Accessed through Enterprise management portal
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WhiteStar OS
Recorded as WhiteStar Packets Traverse the network

Sentinel Content Sensor Content Tracking Sensor Recording

When content created: Time, Location, ContentTrackingUUID, Source FederationID, FileName, FileType, FileSize,
ContentRating, SourceEndpointID, TotalChunks -> value is 0

io.whiteStar.content.L3Relay When a content root chunk is relayed: SourceEndpointID, SourceFederationID, DestinationEndpointID,
DestinationFederationlD, ReplicatorEndpointID, ContentTrackingUUID -> value is 0

When content is sent: Time, Location, ContentTrackingUUID, Source FederationlD, FileName, FileType, FileSize,
ContentRating, SourceEndpointID, TotalChunks -> value is 0

When content is received: Time, Location, ContentTrackingUUID, Source FederationlD, FileName, FileType,
FileSize, ContentRating, SourceEndpointID, TotalChunks, TransferTarget -> value is 0

When content changed: Time, Location, ContentTrackingUUID, Source FederationlD, FileName, FileType,
FileSize, ContentRating, SourceEndpointID, TotalChunks -> value is 0

When content deleted: Time, Location, ContentTrackingUUID, Source FederationlD, FileName, FileType, FileSize,
ContentRating, SourceEndpointlD, TotalChunks -> value is 0
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WhiteStar OS
Recorded when log records are created

Sentinel Content Sensor Content Tracking Sensor Recording

When log record is created: SourceEndpointlD, SourceFederationlID, DeviceType, SourceApplication, Thrown,
LoggerName -> value is log message

Recorded when cohorts connect/disconnect

Sentinel Content Sensor Content Tracking Sensor Recording

When cohort connects: SourceEndpointlD, SourceFederationlD, DestinationEndpointID, DestinationFederationlID,
DestinationApplication, DestinationDeviceType -> value is T

When cohort disconnects: SourceEndpointID, SourceFederationlID, DestinationEndpointlD,
DestinationFederationlD, DestinationApplication, DestinationDeviceType -> value is F
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Sensor Group

Create/Delete ﬁg?:"xgsy
Sensor Grou;

m P Read Key
Add/Remove SensorGrouplD
Sensor SensorGroup Name

List <FID> Members
-A customer has O+ Sensors
-Eoch sensor group hos reod ond/or write keys
-These keys are used to create sensor data for Federations
-Eoch group could hove many types of sensors
-Each sensor spec con have unique reod keys for sorting
-Some sensor readings may be shared with a third-party
Invite Token
SensorGrouplD
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Reconciliation of Core Sensors



Core Sensor Types
-Cohort Sensors

-Log Sensors

-Content Trace
<Origin, Relay, Destination, Ingestion,
Change, Deletion, Viewed, Etc>
-SEE Keynaote ContentOrientedNetworking
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