
Big Picture

Content Oriented Networking

Full Content Traceability

Content Sentinel
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Moving opaque bytes

vs

Moving content over private networks to specific people (Cohorts)

Content Oriented Networking
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IP Network WhiteStar Network

Addressing

Architecture

Size of Packet

Source IP Address

Destination Address

Endpoint ID,

Federation ID,

Conversation ID,

Message ID,

Root Chunk ID

Overlay NetworkUnderlay Network

~1500 bytes 500K bytes

Content Oriented NetworkTraditional File-Oriented Network
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*Hashing Algorithm: PBKDF2WithHmacSHA256
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Content Sentinel

Packet Trace Geospatial TSDB

(Time Series Data Base)

GTSTrace Record

Geospatial Query 

Language

Notifications

Content Sentinel uses 

scripts to detect 

interesting content 

events

Notify when events 

happen

Content Flow 

Visualization
Geospatial Query 

Language

Accessed through Enterprise management portal

Trace RecordSentinel

Record

Manually
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WhiteStar OS

Recorded as WhiteStar Packets Traverse the network

Content Tracking Sensor RecordingSentinel Content Sensor

When content created: Time, Location, ContentTrackingUUID, Source FederationID, FileName, FileType, FileSize, 

ContentRating, SourceEndpointID, TotalChunks -> value is 0
io.whiteStar.content.created

When a content root chunk is relayed: SourceEndpointID, SourceFederationID, DestinationEndpointID, 

DestinationFederationID, ReplicatorEndpointID, ContentTrackingUUID -> value is 0

io.whiteStar.content.L3Relay

io.whiteStar.content.L5Relay

When content is sent: Time, Location, ContentTrackingUUID, Source FederationID, FileName, FileType, FileSize, 

ContentRating, SourceEndpointID, TotalChunks -> value is 0
Io.whiteStar.content.origin

When content is received: Time, Location, ContentTrackingUUID, Source FederationID, FileName, FileType, 

FileSize, ContentRating, SourceEndpointID, TotalChunks, TransferTarget -> value is 0
io.whiteStar.content.destination

When content changed: Time, Location, ContentTrackingUUID, Source FederationID, FileName, FileType, 

FileSize, ContentRating, SourceEndpointID, TotalChunks -> value is 0
io.whiteStar.content.changed

When content deleted: Time, Location, ContentTrackingUUID, Source FederationID, FileName, FileType, FileSize, 

ContentRating, SourceEndpointID, TotalChunks -> value is 0
io.whiteStar.content.deleted
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WhiteStar OS

Recorded when log records are created

Content Tracking Sensor RecordingSentinel Content Sensor

When log record is created: SourceEndpointID, SourceFederationID, DeviceType, SourceApplication, Thrown, 

LoggerName -> value is log message
Io.whiteStar.log
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Recorded when cohorts connect/disconnect

Content Tracking Sensor RecordingSentinel Content Sensor

When cohort connects: SourceEndpointID, SourceFederationID, DestinationEndpointID, DestinationFederationID, 

DestinationApplication, DestinationDeviceType -> value is T
Io.whiteStar.cohort

When cohort disconnects: SourceEndpointID, SourceFederationID, DestinationEndpointID, 

DestinationFederationID, DestinationApplication, DestinationDeviceType -> value is F
Io.whiteStar.cohort
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